Tele

DCJ iPhone Enrolment User Guide

The following guide provides information on how to activate and enrol your new device in DCJ’s
mobile device management software for the first time and then install DCJ Corporate applications.
You will need to complete this process prior to using your new device and this will take up to 60
minutes.

Prerequisites:

1. Make sure you have backed up data from your old device.

2. Insert your new or an existing SIM card from your old device into your new device using the
SIM card tool or paperclip.

You're now ready to activate and enrol your phone. Please complete Part A, Part B and Part C in this
guide.

Please note that this device is managed by the Department of Communities and Justice (DCJ) and will
require the recipient to have an active DCJ IT Network account that is used to login to IT systems.

If have any issues with enrolment, please contact Telestar Help Desk mdm@telestar.com.au or 1300
265 438.
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Part A — Device Activation & Setup

Estimated time to complete: 15 minutes.

(1) Switch on the
device. On the Hello

(2) On the Select your
Country and Region

(3) On the Quick Start
screen, tap on 'Set Up

(4) On the Choose a
Wi-Fi network, select

screen, swipe up; then | screen; tap 'Australia’ | Without Another Continue Without
tap 'English’. from the list. Device'. Wi-fi.
i — 9:41am 100% .- PN, - il G -
= < < Back @
Choose a
@ . Wi-Fi Network
)
Select Your Country g
or Region e
- .
fiéh s o
Quick Start %
Fiasx Looking for nearby devices. U
More Countries and Regions Bring your current iPhone o iPad near this T
BEE iPhone to sign in and set up.
Afghanistan ! v
If your other iPhone or iPad doesn’t show
Espaiiol options for setting up this iPhone, make sure -
Aland Islands it's running iOS 11 or later, and has Bluetooth SRRy Lt
Frangais turned on. You can also set up this iPhone
L manually.
Albania
Deutsch I Set Up Without Another Dcv)cel
Algeria
(5) A configuration (6) On the Remote (7) On the Microsoft (8) Enter your DCJ

notification will be
displayed. When this
is complete Tap on
'Next'.

Management screen,
tap on 'Enrol This
iPhone'.

Sign-In screen, enter
your DCJ email
address in the format
below and tap ‘Next'.

network password.
And Click Sign in

all .41 am

Retrieving configuration...

3OS only @ 10:13pm -
¢ Back
Remote
Management

This iPhone is owned by:

Department of Communities and
Jusfice

Remote management is required and
will allow this organisation to set up
email and network accounts, install and
configure apps, and manage the
settings of this iPhone.

Enrol this iPhone I

Cancel Remote Management

B Microsoft

Sign in

Email, phone, or Skype I

No account? Crea

@\ sSign-in options

-

Enter password

PO
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(9) The iPhone is now
configuring and
downloading
management profiles

(10) Tap ‘Continue’

(11) Tap “Turn on
Location Services’

(12) when the below
prompt appears, tap on
‘Change Now’.

oa ol T -

Configuring iPhone

Installing configuration from “Department of
Communities and Justice®

4 Baiku i i
&
Update Your
iPhone
Automatically

Future software updates will be
automatically downloaded and installed
for you as they are released. You can
manage this in Software Update settings.

®

Continue

Only Download Automatically

SOS only @ 10:37pm .

( Back

4

Location Services

Location Services allows Maps and other
apps and services like Find My to gather
and use data indicating your location.

About Location Services & Privacy.

Turn On Location Services

Set Up Later

Sydney

23°

Cloudy

Passcode Requirement
You must set an iPhone unlock
passcode within 59 minutes.

(13) Enter a new
passcode and tap on

(14) Re-enter the new
passcode and tap on ‘Set

(15) To access Corporate
Resources, select

‘Company Portal’ and
follow the instructions in
Part B

‘Continue’.". Passcode’.

50S only @

Sydney

New Passcode

Enter a strong passcode with 4 or
more characters.

1

Emergency Call

Re-enter your new passcode

Set Passcode

Emergency Call

Waiting

Ve
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(20) Ensure you set up the voice message that callers hear when you are not able to answer your
phone. Voice message setup instructions can be found in the ServiceNow Portal. Search for
'voicemail', then select "How to set up voicemail on iPhone' as shown in the screenshot below.

Hi user

voicema 1

, how can we help you today?

Part B — Company Portal Sign-In

Estimated time to complete: 20 minutes.

r'd;

~

(1) On the Company Portal
screen, tap ‘Sign In’.

(2) On the Microsoft Intune
Sign-In screen; in the
Username field, enter your
work email and Tap ‘Next’

(3) Enter your DCJ network | (4) Tap on "Ok"
password. And Click Sign in.

wl = 9:41am 100% .-

Company Portal

Microsoft privacy & cookies

$0S only @

Cancel

2% Microsoft

Signin

Can't access your account?

gwertyu

1238 @ spxce @

asdf ghj

Done
i op

k|

Bz x|civibin/m i

)

B Microsoht

Get notified so you don't
lose access

Enter password

sessnnee

B

We'll send important notifications to your
device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.
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(5) Tap ‘Allow’.

(6) Tap on 'Begin’.

(7) When continue
becomes highlighted, tap
on 'Continue’

(8) Wait on this screen as
the company portal
configures the device. The
screen will redirect once it
is completed.

Get notified so you don't
lose access

e

“Comp Portal" Would Like to
Send You Notifications
€ Notifications may include alerts,
de  sounds and icon badges, These can be {@n
configurad in Sottings,

Yo gs.
Don't Allow Allow

Setup DCJ access

Set up your device to access your email,
devices, Wi-Fi, ane apps for work

Get your device managed

@-9

Checking device settings

Postpone

Set up DCJ access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Get your device managed
|

(@ Checking device settings

Checking device settings

ird eets

(9) Tap the ‘Update’ button
on the App Update
notification

(10). Tap on ‘Done’.

(11). The Outlook app will
automatically install on the
device. Once installed, tap

(12). On the Account
Found screen, tap ‘Add
Account’.

Checking device settings

We are checking whether your device meets
DCJ compliance and security palicies. This
may take a few minutes,

App Update
NSW Department of Family and
Community Services is about to update
the app “Intune Company Portal* from
the App Store,

SHcH

You're all set!

o should now have acoess to your email,
denvices, Wi-Fi, and apps for work

© Get your devica mansged

@ Checking device sattings

‘Outlook’ to open

800®

Tos Podeatts  Fnd iPhore ¢
T 0
o/

Contacts Files Wistcn Militie

cla ]

SOS only @ 4:10pm .
< 1 Account Found

Microsoft 365

Add Account

[ |

rivacy & Cookies
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Your organization's support
team is now helping you
protect work or school data in
this app.

OK

Your admin has disabled
Contact Save in Outlook's
settings. Please grant
permissions so that Outlook

can unexport your email
account's contacts from the
Contacts app.

(13) Tap ‘Maybe Later’. (14) Tap ‘OK’ (15) Tap ‘Continue’.. (16). Tap ‘Allow Full
Access’.
50 only @ 4:10pm L] 505 only @ 4:10pm L =] 505 only @ 4:10pm . 505 only @ a1ipm .
Add Another Account
Checking your organization's
data access requirements for
this app.
@l
Your organization is now U
protecting its data in this app. g e
You need to restart the app to ‘Outlook” Would Like to You have 0 contacts.
continue. Access Your Contacts formation includes names, ema
Would you like to add Outlook can sync contacts from your
another account? emall accounts to the Contacts app.
How do you want
Don't Allow Continue
: - to share contacts?
Maybe Later " Selecting contacts lets you pick the ones
— you want to share with “Outlook”. You can
share more anytime.
Select Contacts
(17) Tap ‘OK’ (18) Tap ‘OK’. (19) Tap ‘Turn On’, and then Tap
‘Allow’
A1pm 4:11pm ol
Inbox (8 =
DCJ ServiceNow 4:09pm

INC0862413 - Incident has been assigne...

Attention: Assigned to assignment group
i has been assi to assi
DCJ ServiceNow 4:06pm

INC0865415 - Incident has been assigne...
Attention: Assigned to assignment group

me...
“Outlook” Would Like to Send o6
You Notifications 5
Notifications may include alerts, oan...
sounds and icon badges. These canbe Jup
configured in Settings. ne...
02pm

Don’t Allow

SLA DEFINITION: ICT Severity 4
Resolution:10 Bus day SLA breach warni...

DCJ ServiceNow 4:06pm
INC = Inci has been
i to i group
has been to i
Enable Notifications 06pm

Outiook uses notificationsasawayto  gn_.
make sure your inbox is always up-to-
date. Disabling them might delay email 2P
delivery. ne...
02pm

SLA DEFINITION: ICT Severity 4
Resolution:10 Bus day SLA breach warni...

Your device has now been successfully enrolled and DCJ can manage this iPhone's settings.
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Part C — Corporate Applications

Estimated time to complete: 5 minutes.

Company applications have been made available for you to install on-demand. These can only be

accessed through Microsoft’s Company Portal app.

(1) Tap on the 'Company
Portal' icon to open the
application on your mobile
device.

(2) On the Apps selection
screen, tap on each app
you want to install.

For e.g. ‘Yammer’

Note: Tap on ‘View All
Apps”’ to see all the apps
available for installation.
For apps more than 200 MB
in size will need

Wi-Fi connection to
download)

(3) Tap 'Install’ to install the
app.

(4) Go back to the home
screen and the installed
app will appear.

Apps

Q

View all

Featured apps

Microsoft
Qnelrive

Recently published View all apps

Yammer

Misrasodt Corpnratinn
@ Wicrosoit PovierPoint

Microselt Dorpora i

@~ isuditor: Irsoections & Checks

—

G2 2] =

Yammer

e o

Your arganization has purchased licenses for
@@ this sop. Installing the app will use up ane of the
licenses.

The Yammer mobile app helps you stay
connected from anywhere - driving employee
engagement and participation across the
entire company |ke nothing else can...

Show more.

Date published

Device managemant
required
More information

oo £ £

Apn Bavies




