Tele

DCJ BYOD iPhone Enrolment User Guide

The guide provides information on how you can enroll to DCJ Mobile device management and how
you can access DCJ work apps on your personal device.

This will also enable your DCJ work apps on your personal mobile device is secure.

You will need to complete this process prior to using your personal device and will take up to 15
minutes.

Prerequisites:

1. Make sure you have your Apple ID to login to Appstore.
2. Make sure you set up your multi factor authentication options prior to enrolling.
3. Make sure you have mobile data or connected to WiFi.

from your old device into your new device using the SIM card tool or paperclip.

To access other corporate applications on your mobile device please follow instructions outlined in
Part B of the document once Part A is completed.

If have any issues with device self-enrolment, please contact Telestar Help Desk
mdm@telestar.com.au or 1300 265 438.

To access frequently asked questions, quick reference guides and other support material please go to
FACS Intranet, Reforms and initiatives > EMF - Mobile Device Services.
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Part A — Device Enrolment
Estimated time to complete: 10 minutes.

(2) On the search field, type
,Company Portal’ then tap
the cloud symbol to install.

(1) From your Home screen,
Select and open ‘App Store’.

(3) Once installed, open Comp
Portal app on your home
screen.

(4) Tap Sign In screen then
enter your DCJ email address
then hit ‘Next’.
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(5) Microsoft Intune page
will sign you in to your
Okta account.

il T

3:57 pm

Cancel

Microsoft Intune

B® Microsoft

Taking you to your
organization's sign-in
page

Cancel

(6) Tap ‘Allow’ then ‘OK’.

Get notified so you don't
lose access

o

“Comp Portal” Would Like to
Send You Notifications
We  orifications may include alerts,
de  sounds and icon badges. These canbe :@n
configured in Settings.

3s.
Don't Allow

(7) Tap ‘Begin’.

(8) Tap ‘Continue’.

 futhent

Set up DCJ access

Set up your device to access your email,
devices, Wi-Fi, and apps for wark.

(@ Review privacy information

@ Download management profile

@ Install management profile

@ Checking device settings

Learmn more

Postpone

Device management and
your privacy

Here is what DCJ can and cannot see or do
on your device. Data collected wiill only be
used ta ensure your device is compliant with
policies to protect DCJ data.

Can't Can

©

- View browsing history on this device

+ See your personal emails, documents, contacts,
or calandar

+ Access your passwords

+ View, edit or delele your photos

+ See the location of a personal device

Learn more

(9) Tap on ‘Continue’.

< Authenticator &

Set up DCJ access
Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

(!) Download management profile

é Install management profile

(@ Checking device settings

Learn more

Postpone

(10) Tap on ‘Allow’.

« Authant] 112 pm

Cancel # nage.microsoft.com A

This website is trying to download a
configuration profile. Do you want to
allow this?

Ignore

(11) Tap ‘Close’ then go to
Settings app of your iPhone

(12) On the Settings
screen, tap on ‘Profile
Downloaded’.

Cancel & nage.microsoft.com aA

Continue to Company Portal

Profile Downloaded
Review the profile in Settings app if
you want to install it.

Aft the

LUInpETy FoTEapp;

Download again

DCJPrivacy Terms @ 2024 Microsoft. All rights reserved.
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Settings

Start Using iCloud (1]

Finish Setting Up Your iPhone 0

Profile Downloaded

Aeroplane Mode

Wi-Fi bean2.4

Bluetooth On

edoa

Mobile Off

Notifications
Sounds & Haptics
Focus

Screen Time

2@Beo
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(13) Tap ‘Install’.

Cancel Install Profile

Management Profile

¥ 105ProfileSigning manage microsot cam
veritied v/

1 Install this profile to gst access to your
company apps

alns Device Enralment Challange

More Details

Remove Downloaded Profile

(14) Enter the iPhone unlock
‘Passcode’.

Enter Passcode Cancel

Enter your passcode

0000 Oo

(15) ) Tap on ‘Install’

Installing Prcfile

@ Management Profile

Signed by 10SPrafileSigning manage. micrascft.com
Verified v/

Deseription  Install this profile to get access to your
campany apps

Contains Device Envolment Challenge

More Details

Remove Downloaded Profile

Cancel

| P

(16) Tap on ‘Install’ then
‘Trust’ to continue
installing the profile

Cancel Warning

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to
the list of trusted certificates on your
iPhone.

ROOT CERTIFICATE

Mo Remote Management
Do you trust this profile's source to

Inst enrol your iPhone into remote

e management?

i.mé

Dey Cancel to

remotety 1anaye your iFnone.

The administrator may collect personal
data, add/remove accounts and
restrictions, install, manage and list apps,
and remotely erase data on your iPhone.

(17) Wait for the profile to
install.

Installing Profile

Management Profile
cJ

105ProfileSigning.manage. microsaft.com
Verified v

% Install this profile o gat access to your
company apps

ins Mobile Device Management
Device Identity Cerlificate
2 Certificates.

Mare Details.

Remove Downloaded Profile

P | P |

(18) Tap ‘Done’.

Profile Installed

Management Profile

y 108PrafileSigning. manage.microseft.com
Verified v/

Descr on Install this profile to get access to your
company angs
o bile Device Management
Device Identity Certificate
2 Certificates
More Details

(19) Open the Comp Portal
app from the Home screen
then tap ‘Continue’.

sosanly = 114 pm

Cancel & ‘nage.microsoft.com aA ¢

D

Continue to Company Portal

il

After the download is complete, continue to the
Company Portal app

D Frivecy Terms & 2024 Microsoft. All tights reserved.

(20) Tap on ‘Install’ to start
the installation of the
corporate apps.

SOS anly =

< Back

115 pm

Checking device settings

Please stay on this screen while we prepare
to check your device.

App Installation
DCJis about to install and manage the
app "Microsoft Teams” from the App
Store.
Your iTunes account will not be
charged for this app.

Cancel
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(21) Tap ‘Done’. (22) The Outlook app will (23) On the Account Found | (24) Tap ‘OK’.
automatically install to the screen, select ‘Add
device. Once installed, select | Account'.
‘Outlook’ to open.
= o o - ® e 4tam 200% -
1 Account Found 1 Account Found
9 a
Yoi're all sat? @facs.nsw.gov.au '@facs.nsw.gov.au
g st o ey slran 80 pULE eevas Added
L R L L ]
! i e i g Your admin has enabled
B Crecisg Dmecs sy Contact Save in Outlook's
settings. Please grant
permissions so that Outiook
can export contacts from
your email account to the
Contacts app.

Skip

Privecy & Cookims.

You need to restart the app to

continue.

Outlock can sync contacts from your
emal accounts to the Contacts app

Don't Allows oK

Skip

Arvacy & Cockas

(25) Tap ‘OK’. (26) Tap ‘OK’. (27) Select ‘OK’ and ‘Turn
on’ for these notifications.
-l 2dtam 00N -
1 Account Found
Your IT administrator is now
a helping you protect work or
W school data in this app.
Your organization is now “Outlook™ Would Like to
protecting its data in this app. Access Your Contacts

Enable Notifications
Qutlook uses notifications as a way to
make sure your inbox is abways up-to«
date. Disabling them might delay email

delivery,

No Thanks

(28) Select ‘Allow’.

"Outlook" Would Like to Send
You Notifications
NotFications may inchude alerts,
sounds and icon badges. These can be
cenfigured in Settings.

Don't Allow

Your device has now been successfully enrolled.
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Part B — Installing Corporate Apps

(1) Open Comp Portal app. (2) Tap on ‘View’ (3) Tap on app you would like | (4) Tap on ‘Install’.

to install. Sample: ‘Adobe
Acrobat Reader’.

all Telstra 4G 4:03 pm

il Telstra 4G 2:03 pm =

Done @& portal.manage.microsoft.con Done @& portal.manage.microsoft.con

= SFACS = FACS
Apps
Apps Adobe Acrobat
. Reader Intune
Filter By: / > Adobe Systems, Inc.
o o l All Categories v |
Sort By:
l Name Ascending © l
Apps will be installed onto: iPhone.
@ Tap here if you are not currently >
using iPhone.
.
/ YYour organization has purchased
: o licenses for this app. Installing the
app will consume a license and assign
it to you.
Get your apps Adobe Acrobat |Citrix Workspace 2
i i Reader Intune Citrix Systems, Inc.
FACS has provided you with apps y
to help with your daily tasks. Adobe Systems, Inc

Adobe Acrobat Reader Intune is for opening,
viewing and working with PDFs in a Microsoft

(5) Go back to your iPhone Home
screen and you should have Adobe
Acrobat Reader being Installed.

4:06 pm

Find iPhone




