Telestar

DCJ iPad Enrolment User Guide

Please follow the steps below to begin using your new device:

+ Make sure that prior to enrolment you have inserted your SIM card into the new device
« Make sure you set up your multi factor authentication options prior to enrolling

» Follow all the instructions on the guide(s) provided

This device is managed by the Department of Communities and Justice (DCJ). Please follow the
instructions given in the attached document Part A - Device Enrolment, to setup/activate the device. This
will enable your DCJ email account onto your mobile device and secure it. Email and calendar
synchronisation are now available for your mobile phone via DCJ's Mobile Device Management (MDM)
service. The MDM service allows for corporate settings to be applied, applications to be installed,
synchronisation of email and calendar, and the device to be remotely wiped if it is reported lost or stolen.
To access other corporate applications on your mobile device please follow instructions outlined in Part

C of the document.

TABLE OF CONTENTS

+ Part A — Device Activation & Setup
+ Part B — Device Enrolment

+ Part C — Corporate Applications
+ Video Enrolment Guide
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Part A — Device Activation & Setup

Estimated time to complete: 10 minutes

Step (1) Switch-on the device. On the Step (2) On the Select your Country = Step (3) On the Quick Start screen, tap

Hello screen, tap the '"Home' button at and Region screen; tap 'Australia’ on 'Set Up Manually'.
the bottom of the device; then tap from the list.
'English’.

&

Select Your Country

or Region Quick Start

Bring your current iPhone or iPad near this iPad to signin
and set up.

More Countries and Regions

f your other iPhone or iPad doesn't show options for

setting up this iPad, make sure it's running i0S 11 or later,

‘and has Bluetooth turned on. You can also set up this Pad
aaaaa ly.

Afghanistan

Aland Islands

Albania

Espaiiol

Algeria
Frangais

Deutsch
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Step (4) On the Network Section Step (5) On the Data & Privacy Step (6) On the Remote Management
screen tap on ‘Use Mobile screen, tap on 'Continue’. screen, tap on 'Next'.
Connection’ at the bottom of the
screen.

941am Tue 9 Jan 9dtam Tue d Jan

Choose a Wi-Fi Network @

Remote Management

. Enrolling in remote management will allow this iPad to be

managed by:
Telstra05337 ? }

Department of Communities and Justice

TON_4G

D & P . Remote management includes the ability to restrict
_— ata & Privacy functinalty,insall apps, manage the backup of data, and

monitor internet traffic and some device settings

This icon appears when an Apple feature asks to use your Learn more about remote management...
TR_20 3 personal information.

You won't see this with every feature since Apple collects
TR-EXETEL 3 this information only when needed to enable features,
secure our services or personalise your experience.

TR1000M 7 Apple believes privacy is a fundamental human right, so

every Apple product is designed to minimise the collection

and use of your data, use on-device processing whenever

possible and provide transparency and control over your
information.

mobil Wi-Fi netwo Learn More

Choose Another Network

alable

Step (7) Configuring iPad message Step (8) Touch ID screen is displayed.  Step (9) On the Create a Passcode
will be displayed whilst the device will Tap on ‘Set Up Touch ID screen, enter a non-sequential passcode
install the configuration. It will install Later’, tap ‘Don’t Use’ at the of your choice.
the configuration profile on the device. prompt and follow the prompts to set
up passcode.

Create a Passcode

A passcode protects your data and is used to unlock iPad.

Passcode Options

Configuring iPad

Installing configuration from “Department of Communities
and Justice”

Touch ID

Use your fingerprint in place of your passcode or Apple ID
password for purchases.

Set Up Touch ID Later
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Step (11) The Apple ID screen will be Step (12) On the Apple ID screen, tap on

Step (10) On the same Create a
Passcode screen, re-enter your 'Set Up Later in Settings’.
passcode.

displayed. You may choose to enter
your Apple ID (optional) or tap ‘Forgot
password or don’t have an Apple
ID?
Note: If you enter Apple ID at this step,
ignore steps 12 and 13.

Apple ID

Forgot Password or Apple ID

Create a Free Apple ID

Set Up Later in Settings

Whatis an Apple ID?
An Apple ID is the account you use to access everything Apple. You can
sign into all Apple services with a single Apple ID and password.

Create a Passcode

Re-enter your passcode.

L) A

a7 ] ,@ﬁ

Apple ID

Sign in with your Apple ID to use iCloud, the App Store and other Apple
services.

Apple ID

[ Forgot password or do't have an Apple \D?]

~

Use different Apple IDs for iCloud & other Apple services?

Step (15) On this screen, tap ‘Set Up

Step (14) On this screen, tap
Later in Settings’.

Step (13) On the Apple ID
‘Continue’.

screen, tap 'Don’t Use' on the pop-

@ L

Forgot Password or Apple 1D Keep Your iPad
Up-to-Date Y

Create a Free Apple ID
Get the latest features, security and improvements by
updating I0S automatically.
8 8 ..

Set Up Later in Settinas.
Are you sure you don't want

What is an Apple to use an Apple ID? You will receive a notification before updates are installed

. You need an Apple (0 to use Apple Pay, ind can choose other options in Settings. .
e M S, Screen Time
Get a weekly report with insights about your screen time
and set time limits for apps you want to manage. You can
also use Screen Time on children’s devices and set up
parental controls.

Apple ID

Set Up Later in Settings
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Step (16) On Appearance screen, = Step (17) If Welcome to iPad screen Step (18) Toaccess Corporate
select either the Light or Dark display appears, tap on 'Get Started'. Resources, select to open ‘Company

Portal’ and follow instructions in Part B.
Note:

option depending on your preference
and click "Continue".

Failure to sign in within 24
hours, the device may require a factory
reset.

Welcome toiPad

Get Started
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Part B — Device Enrolment

Estimated time to complete: 20 minutes

Step (1) On the Microsoft Intune Sign Step (2) On the iSecure screen, enter  Step (3) Tap on ‘Send Code’ and
In screen. In the Username field, your email address and DCJ network =~ enter the code sent to your mobile

enter your DCJ email address in the password. Then. tap on ‘Sign In’. number.
format below and tap on 'Next'. Then, tap on ‘Verify'.
eg. Note: To change the factor of
Firstname.Lastname@facs.nsw.gov.au authentication, tap on the drop down
Note: Your iPad may trigger a next to SMS icon and select Verify.

9413m Tue® Jan

Keyboard gestures tutorial. Tap I |
on “Continue”
Satam Tue 9 an Connacting to ) Ofice 365 ' FOTh & Corm ol s
Cancel : - :
{@jiSecure
{BiSecure
Microsoft Intune Vrwiary il aadsns SMS Authentication
B Microsoft e I R N (...
Sign in
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Step (4) Tap on ‘OK’, then tap 'Allow' Step (5) Tap on ‘Begin’. Step (6) When Continue become

5:45pm Sun 28 Aug

5:45pm Sun 28 Aug

5:44pm Sun 28 Aug o

Close

Get notified so you don't lose access Setup DCJ access
Set up your device to access your email, devices, Wi-Fi, and
apps for work.
L Setup DCJ access

We'll send important notifications to your device when action is @ Get your device managed 3y . N o
needed s you can keep accessing work resources. | § Set up your device to access your email, devices, Wi-Fi, and
@ Checking device settings

You can turn this off later in app settings. apps for work.

@ Get your device managed
|
(@ Checking device settings

Postpone

Postpone
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Step (7) Wait on this screen as the = Step (8) If a Passcode has not been Step (9) When the below prompt
company portal configures the device. set or not strong enough you will appears, tap on ‘Continue’
The screen will redirect once itis  receive a prompt, tap on ‘Home’ button
completed. to go to the home.
Otherwise proceed to Step (13).

5:a5pm Sun 28 Aug = aovm

< Back 6:54pm  Sun 28 Aug 5% M

Checking device settings { Back

We are checking whether your device meets DCJ compliance
and security policies. This may take a few minutes

Checking device settings

Tap Retry to recheck your compliance with DCJ requirements.

iPad
Last checked: 28 Aug 2022 at 6:54 pm
O Setadevice password

Ag
ap:

ompany resources. If you already have Passcode Requirement
You must set an IFad unloek esscode
within 5¢ minutes.

How to resolve this

@ Check device settings again

You need to change s
resources. T

Step (10) Enter a new passcode and = Step (11) Re-enter the new passcode Step (12) Tap on the ‘Comp Portal’
tap on ‘Continue’. and tap on ‘Set Passcode’. app.

Padcasts Find iPhone

Enter a strong passcose with 4 or Re-enter your new passcode
more caracters. 7

Set Passcode
Continue

Emergency Cal
Emergency Call

Okta Verify

<

Phonebook
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Step (13) Tap on 'Done’. Step (14) Go back to the home screen.  Step (15) On the Account Found
- The Outlook app will automatically screen, select ‘Add Account’.
install to the device. Once installed,
You're all set! select ‘Outlook’ to open. pres—— p—

© Getyour device managed

@ Checking device settings

1]

test EMM1@facs.nsw.gov.au
Ofice 385

skip

Privacy & Coodles.

*0B0 <

Step (16) Select ‘Maybe Later’ Step (17) Select ‘OK’. Once Outlook Step (18) Select ‘OK’ and ‘OK’ for

rdt Anthr Acourt closes, select Outlook to open it contact saving.
again.

“Outlook” Would Like to
Access Your Contacts

Outlook can sync contacts from your
email accounts to the Contacts app.

Would you like to add another account?

Maybe Later

Don't Allow OK

]

Your admin has enabled
Your IT administrator is now Contact Save in Outlook's
e h e settings. Please grant
permissions so that Outlook
can export contacts from
your email account to the

Contacts app.

OK
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Step (19) Select ‘Turn On’ and ‘Allow’ Step (20) Select ‘Allow’ Step (21) You should now see your
Email Inbox.

for these notifications.

Last Week

,o NSW Department of F... 71220

"Outlook” Would Like to Send
e . % NSW Department of F... 11220
You Notifications ©
Notifications may include alerts, ‘@
sounds and icon badges. These can be
configured in Settings. o) " oot s ‘@
Last Month oo . Y o
Don’t Allow Allow o) v oemmmentr. o Neiica -
] .@ NSW Department of F... 2677120
. . . Ismaimlgv?ﬁ:: s 247  Don't Allow e reitci
Enable Notifications LA b s

aware, we are currently migratin...

. . . Email Migration message selected
Outlook uses notifications as a way to @ Erivigaion o New Message P Sesiiesous i
make sure your inbox is always up-to- MPORIANT tou e & p
H H s H ) SR oo . New Message
date. Disabling them might delay email i o () Email Migration
delivery ,e NSW Department of F... 71,720 »
NSW Department of F.
% Email Migration 207120 ¥ @ "
IFORTANT: Your ema
No Thanks Turn On P (|
‘awiare, we are migrating the ST, : Email Migration
IMPORTANT: Your
Updating... Dear
= Q

Well Done! Your device has now been successfully enrolled and DCJ can manage this iPad’s
settings.
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Part C — Corporate Applications
Estimated time to complete: 5 minutes

Company applications have been made available for you to install on-demand. These can only be accessed
through Microsoft’s Company Portal app.

Step (1) Tap on the '‘Company Portal' Step (2) On the Apps screen, tap on Step (3) Tap 'Install’ to install the app
icon to open the application on your = each app you want to install. For e.g.
mobile device. ‘Yammer’

Note: Tap on ‘View All Apps” to see all

the apps available for installation. For w °
apps more than 150 MB in size will

Find iPhone
@ You orpanization has purchased icenses for this app. Instaling the
app will use up one of the icenses.

need Wi-Fi connection to download)

The Yammer mobile app helps you stay connected from
anywhere - driving employee engagement and participation
across the entire company like nothing else can.

L

Photo Booth i < e Comp Portal

Show More.

e
] Version

Okta Verify SuccessFactors Browser Apps Q Date published

Featured apps View all
Q '

Other Apps

Device management required

Phonebook

Microsoft
OneDrive

Recently published View all apps

Microsoft OneDrive Yammer
Microsoft Corporation Microsoft Corporation

v Microsoft To Do Microsoft PowerPoint
Microsoft Corporation Microsoft Corporation T T )

Categories

Other Apps

Company Portal website
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Step (4) Go back to the home screen
and the installed app will appear.

Video Enrolment Guide

https://youtu.be/9JUOviog2Js
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